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1 INTRODUCTION

To enable Oracle database backup using the Symantec Backup Exec program, the
Symantec Backup Exec Remote Agent Utility should be installed on the database server. The Remote Agent
enables administrators to perform remote backup and restore procedures on the database.

Note.

The methods and procedures for installing the Symantec Backup Exec program and the
Symantec Backup Exec Remote Agent Utility are not described in this guide.
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2 CONFIGURING THE SYMANTEC BACKUP EXEC REMOTE AGENT UTILITY

The Remote Agent is a system service that runs on remote Windows servers and workstations. The
Remote Agent provides faster backup processing by locally performing tasks that in typical backup
technologies require extensive network interaction. The Remote Agent processes backup data into a
continuous stream that the media server then processes as a single task. This method provides better data
transfer rates over traditional technologies, which require multiple requests and acknowledgments between
the media server and the remote server.

1. Double-click on the Symantec Backup Exec Remote Agent Utility icon in the notification area
of the Windows taskbar. The "Symantec Backup Exec Remote Agent Utility" configuration
window will be displayed (see Fig. 1).

Symantec Backup Exec Remote Agent Utility |

Status |F‘ublishing I Oracle I DBz I Database Access I

[v Start the Remote Agent Litility every time vou log oni

Refresh interval: I 5 secondis)

— Ackiviky

Media server:
Mo ackiviky
Source:

Mo ackiviky
Current folder:
Mo ackivity
Current File:

Mo ackivity

Ok I Cancel | Help |

Fig. 1. "Symantec Backup Exec Remote Agent Utility" window

2. Mark the "Start the Remote Agent Utility every time you log on" check box in the "Status" tab
of this window and then go to the "Oracle" tab (see Fig. 2).

Symantec Backup Exec Remote Agent Utility |

Statusl Publishing ~Oracle |DBZ I Database Access I

Oracle Instances:

Instance | User Mame | Recovery Catalog | Media Server | Job Template |

Edif: Delete

O | Cancel | Help |

Fig. 2. "Symantec Backup Exec Remote Agent Utility" window. "Oracle" tab
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3. Click[New] The "Backup Exec Oracle Agent Configuration" window will appear. This
window allows specifying the identification data of the database user that performs backup and
restore operations on the database and configures job settings in the Symantec Backup Exec
program (see Fig. 3).

Backup Exec Oracle Agent Configuration i x|

~Oracle
Local instance name: |MAGIC“5H .1]
User name: I SYS
Password: I ad

Confirm password: I e

~Recovery catalog

|~ Use recovery catalog

TS name;

User name:

Password; I
Corifirm password; I

~ Backup Exec job settings

Media server name or 5
1P address: I Client]
Job template name: | Default

| oK I Cancel | Help |

Fig. 3. "Backup Exec Oracle Agent Configuration” window

4. In the "Oracle" group in this window, specify the required database instance name, as well
as the name and the password of the database user that will perform backup operations. Then
enter the full name of the computer (including the domain name) in the
"Media server name or IP address:" field and click .
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5. After that, in the "Symantec Backup Exec Remote Agent Utility" window (see Fig. 1, p. 6),
go to the "Database Access" tab (see Fig. 4).

Symantec Backup Exec Remote Agent Utility N 5'

Status | Publishingl Oracle I pB2  Database Access I

[V Enable media server authentication for Oracle and DBE2 operations

Enter the local system credentials that the media server will use to authenticate these operations:

User name: I Oracle

Password: I .

Confirm password: I o

™ Use a custom port ko connect to the media server during Oracle and DB2 operations

[~Cc3cd
Bort number; I 5633

OK I Cancel | Help l

Fig. 4. "Symantec Backup Exec Remote Agent Utility" window. "Database Access" tab

Mark the "Enable media server authentication for Oracle and DB2 operations" check box. Enter
the data of the Windows user that will perform backup operations and click .
If the Remote Agent is being configured for the first time, the corresponding message
(see example in Fig. 5) will appear when you go to the "Database Access" tab. Click to close the
message.

Symantec Backup Exec Remote Agent Utility 5]

The Remote Agent Utility has detected that this is a first time setup for Oracle or DB2 backup or restore operations. Before running these operations, you must enter the local system
. credentials that the media server will use to authenticate the Oracle or DB2 servers. You should enter these credentials on the Database Access tab.

Fig. 5. First time setup message
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3 CONFIGURING THE SYMANTEC BACKUP EXEC PROGRAM

This section describes the configuration of the Symantec Backup Exec program required for

performing backup operations for Oracle databases on remote servers.
1. Launch Symantec Backup Exec. Select "Network / Logon Accounts"” in the main menu.

The "Logon Account Management" window will appear (see Fig. 6).

Logen nfomation:

Account Nams [ Uset name [ Defout [Type [ Owner I
6 System Logon Account CUENT\Oracke  Yes  Common  CLENT\Diacle

Beplace.
Setas Defaul
System Account
Coploseves

Ll

Logged on o the media server as: CLIENT\Oracle
Defaullogon account: System Logon Account

oK b ||

Fig. 6. "Logon Account Management" window

2. Click in this window. The "Add Logon Credentials” window for creating a new
account will be displayed (see Fig. 7).

Add Logon Credentials x|

rAccount credentialz
Uzer name: IDracIe
Pagzword: I "
LCanfirm password: I #

Account Name:

Oracle

Notes:

@ [~ Thiz iz a restricted logon account.
[~ Thiz iz my default logon account,
ok I Cancel | Help |

Fig. 7. "Add Logon Credentials" window

In the "User name:" field, enter the name of the Windows user for the computer on which the
database that should be backed up is installed. In the "Account Name:" field, enter the unique
Account Name for the Symantec Backup Exec program (the Account Name allows storing data
for users of different servers with identical names). Make sure the
"This is a restricted logon account" check box is unmarked. Then click [OK |. The new user will
appear in the list of accounts in the "Logon Account Management" window (see Fig. 6).
Click [OK |.

3. If the system does not have a device for saving and storing backup copies, such device
should be created.
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As an example, here we describe creating a folder for storing backup copies. Select

"Tools / Configure devices / New Backup-To-Disc Folder..." in the main menu. The
"New Backup-to-Disc Folder" window (see Fig. 8) for configuring the folder will appear.
x|

General | Advanced I

MHame:
Fath: IC:\FH:Dp_I,I __I
Status: [~ Pauge

¥ Enable

¥ Griline

 Backup-to-digk file management

Maximum size for backup-to-disk files: 4 IGB ﬂ

[ Allocate the masimurm size for backup-to-dizk files

M asimurn number of backup sets per backup-to-dizk file: 100

— Concurent operations

&IIDWI 1 3: concunent jobs fior this Backup-to-Disk, Folder.

QK I Cancel | Help

Fig. 8. "New Backup-to-Disc Folder" window
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4. Fill in the fields in the window according to your business processes and click [OK]. Then
select "Tools / Options..." in the main menu and go to the "Oracle" section by selecting it from
the list in the left part of the window (see Fig. 9).

Options - Set Job Defaults and Application Settings

=lolx|

Device and Media
Prionity and Awvailability
Backup
Restore
Metwork, and Security
Test Fun
Pre/Post Commands
Job Logs
Advanced Dpen File
Advanced Digk-bazed Backup
Archive
DBZ2
Enterprize Y ault
Lirs, Uriix, and Macintosh
Lotus Doming
Microzoft Active Directory
Microzoft Exchange
Microzoft Hyper-
Microzoft SharePaint
Micrazaft SOL
HDMP
Metware SMS
DB&-initiated Job Settings
W weare
Scheduls

Settings
Preferences
Job Status and Recovery
Catalog
Media Management
Backup-to-Dizh
Bar Code Rules
Inteligent Disaster Recovery
Database Maintenance
Selection List
Reports
Livellpdate

=

4]

r Oracle

B ackup method:

IIncremenlaI - Back up changes since last full or incremental

¥ Delete backed up archived log files
¥ Do nat back up archived log files that have already been backed up
[ Perform the backup offine

To madify the list of Oracle and DB2 servers and their authentication credentials, click kodify list

=

Modify list...

]

Cancel | Help

v

Fig. 9. Window for configuring the default settings for Oracle backup jobs

5.  From the drop-down list, select the backup method to be used by default when backup jobs
are created. Mark the "Delete backed up archived log files" check box if archived log files need to
be deleted after they are backed up. Mark the "Do notback up archived log files that
have already been backed up" check box if there is no need to create duplicate backup copies of
archived log files. Make sure the "Perform the backup offline" check box is unmarked. Otherwise,
the database will be stopped during creation of a backup.
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Click | Modify list...|. The window for specifying the authentication credentials will be displayed
(see Fig. 10). Symantec Backup Exec will connect to the Oracle database server using these

authentication credentials.

Authentication Credentials for Oracle and DBZ Servers

Thiz list dizplays the Oracle and DE2 servers and their authentication credentialz,

Click Mew, Edit, or Delete to change items in the list.

Server | Lagoh account |

Edit...

It |

DEelete

Help |

Fig. 10. Window for specifying the Oracle database server authentication credentials
6. Click [New...]. The "Add Server" window will appear (see Fig. 11).

X

Oracle or DB2 Server
| Client

Logon Accaunt

Fig. 11. "Add Server" window

7. In the upper field of this window, enter the full name of the computer (including the domain
name) on which the Oracle database is installed. Then select the logon account and click .
The specified authentication credentials will be displayed in the list (see Fig. 10).

8. Click . In the options window (see Fig. 9, p. 11), also click .

Setup Instruction for backup using Symantec Backup Exec Version: 1.00 12/18

NCT Group copyright
This document may not be distributed to third parties without prior written consent issued by the NCT Group



Administrator's Guide

9. In the main window of Symantec Backup Exec, go to the "Job setup"” tab and then click on
the "New job using wizard" link in the "Backup Tasks" section (see Fig. 12).

Symantec Backup Exec™ 2010 (Trial Yersion)

File Edit Yiew MNetwork Tools Window Help

— | 2 : | |
@ Eﬁe ‘ Job Setup Q‘mh%n@, : ltaifs:e L&Pm&zﬁ" Devices  Media ’

41 Jobs-1ltem

[Z] General Tasks S—
Delete Job Name /| Job Type | Device Name | Media Set | Job Method | Overwrite | Recurring | Priority
Properties Full Backup of M... Backup Backup-to-Disk Fol... Keep Data for 8 Days Full Mo Yes Medium
Run now

»

[z Backup Tasks

Mew job

New job using wizard Policies - 3 ltems

ekl ik e eeop Policy Hame | Policy Description

S‘:: job to duplicate Duplicate Backup Sets 00001 A ready-to-use policy that you can customize for a multi-stage backup strategy...

backup sets Media Rotation 00001 A ready-to-use policy that you can customize for a Grandfather, Father, Son st...
Verify 00001 A ready-to-use policy that you can customize to run a verify operation separat...

»

) Restore Tasks

Mew job
Mew job using wizard

»

Policy Tasks

Mew policy

Mew policy using wizard
Mew jobs using policy
Delete jobs created by Selection List Name /| Description

policy
View policy protected Backuy DO0S

resources report

Backup Selection Lists - 1 Item

] | Selection List Tasks

»

Mew backup selection list
Mew restore selection list
MNew jobs
Del

policy
Searrh harkiin selectinn X
| | »

using policy

s created by

Fig. 12. Main window of Symantec Backup Exec
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10. The "What do you want to back up?" window of the Backup Wizard will be displayed
(see Fig. 13).

ﬂ
What do you want to back up? I K!

€ This computer (CLIENT)
& remote Windows computer (The Remats Agent for Windows Systems is not installed on any computers.)

' Custom selections

= [!{7 &ll Resources | Mame - | Size | Type
-] 5 CLIENT £ Archived Logs File F
OB Tablespaces File F

O F

E
-] By System State
38 W™ Or acle Database "MAGICASH" [Open]
-] 2§ Microsoft SQL Server "BKUPEREC"
2-d Eg Fawvaorite Resources
G- ] [ LinsefUnix Servers
b7 [®] Macinkosh Systems
-] i) windows Systems
Diomains 1=
Cracle Real Application Clusters

-

=0 -5

B[] 3 NDMP Servers
-] gt Microsoft SharePoint Server Farms -

o {op FI d | B

What is the Remote Agent for Windows Systems? MNext I Cancel |

Fig. 13. Backup Wizard. "What do you want to back up?" window

11. Select the "Custom selections” radio button and mark the check box corresponding to the
required database. Then click [Next| The "What backup strategy do you want to use?"
window will be displayed (see Fig. 14). In this window, select the "Full backup job followed
by incremental backup jobs" radio button and click | Next |.

x
What backup strategy do you want to use? I K!
" Full backup job

Back up all of the sslectad data.

=" Full backup job followed by incrementzl backup jobs

Back up only files that have changed since the last full or incremental. Usually, incrementals require less storage
=pace and less time. Howsver, for a full restore, you must restore the last full and all of the subssquent incremenizls
in the correct order.

" Full backup job followed by differential backup jobs

Back up only files that have changed since the last full. Redundant backups are created, but for a full restore you will
only need to restore the last full and the last differential.

What backup methods are available for a resource? Back I Mest I Cancel |

Fig. 14. Backup Wizard. "What backup strategy do you want to use?" window
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12. The "When do you want to run the backup job or jobs?"

window  will

be displayed

(see Fig. 15). Configure the schedule for running the jobs of creating full and incremental

backups and click [ Next].

x
When do you want to run the backup job or jobs? <
[ Run the full backup now
[ I want to schadule the backup
Sun Mon Tue Wed Thu Fri Sat
Full IR Y A ™
Incremental ¥ [V VW W M W [T
Time: | 2:00:11 ﬁ
Back | Net | cancel |

Fig. 15. Backup Wizard. "When do you want to run the backup job or jobs?" window

13. The "What storage device do you want to use to store the backup data?" window will be
displayed (see Fig. 16). In this window, select the location for storing the backup data and

click [Next |

x
What storage device do you want to use to store the backup data? <
' Backup-to-disk folder
-
" Device pools
| Al Devices (cLIENT) =]
Back | Net | cancel |

Fig. 16. Backup Wizard. "What storage device do you want to use to store the backup data?" window

Setup Instruction for backup using Symantec Backup Exec
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14. The "How long do you want to keep the backup data?" window will be displayed
(see Fig. 17). Select for how long the backup data should be kept and click [Next |

i
s

How long do you want to keep the backup data?

@ Keep each full backup for| & =] -

After this period of time, Backup Exec can overwrite the media.

" Keep data infinitely. Do not ovenwrits the media.

Based on your s=ttings, the following media s=t and media rules are associated with the backup data.
{If the media set doss not exist, Backup Exec creates it.)

Media set name: I Keep Data for 8 Days

Overwrite protection period: |3 Days

Append period: | 6 Days

What is a media set? Back | Next | Cancel |

Fig. 17. Backup Wizard. "How long do you want to keep the backup data?" window

15. The "Summary" window will be displayed (see Fig. 18). Enter the full name for the job being

created and click .

©Backup wizard x|
Summary
S
Eull job name: |Fu|| Eackup of Magicash
Backup selections: % Client
(& Oracle Database "MAGICASH"
Backup strategy: Full backup: Sat
Run Mow
Shorage devica: Backup-to-Disk Folder 0001
Media set: Keap Data for 8 Days
COwerwrite protection pericd: & Days
Append period: & Days
Back | Zubmit Cancel

Fig. 18. Backup Wizard. "Summary" window

Symantec Backup Exec will generate and run the job for creating full and incremental backup copies
and deleting archived log files according to the schedule you have specified.

The current job status and results can be viewed in the "Job Monitor" tab of the main window of
Symantec Backup Exec (see Fig. 12, p. 13). In case of errors, please contact the Symantec support service.
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4 VERIFYING ARCHIVED LOG FILES AND BACKUP COPIES

A special kind of job allows verifying backup copies. To run such a job, go to the "Job setup” tab of
the main window of Symantec Backup Exec (see Fig. 12, p. 13) and click "New job to verify backup". The
window for creating backup verification jobs will be displayed (see Fig. 19).

ey ioix
5 i~ Selections
ource .
S slactions Selection list: . _
Destination IVerify oooo4 j Search Catalogs... I ¥ Include subdirectaries
; v Show file detail
D?V'CE Include/E xclude. .. I g ou.v i EEEls
Settings Bedinni Erdi v Breviews pane
Beginning I vI Ending I vI
Ger?ntsral. backup date: I_ 02.11.2011 backup date: I_ 02.12.2011
Motification :
Frequency “Wiew by Resource I Wiew by Media | Yiew Selection Details |
Sohedule = [F €5 Al Resources Mame - | size | T
=-[7] 5§ CLIENT 1 '#90 archived Logs Fil
=7 & Orarle Database MAGICASH" [ ) Contral File (BE_... Fill
R, 11,2011 15:02:04 (Full) [ 259 Tablespaces Fil
<] | 2l
28.11.2011 15:02:04 (Full =
(Fully =
General
Resource Mame: Client- Oracle Database "MAGICASH" -
Bun How I Cancel | Help |
A

Fig. 19. Window for creating backup verification jobs

In the "Selections" group, in the "View by Resource" tab, select the backup copy to be verified and

click [Run Now |

The current job status and results can be viewed in the "Job Monitor" tab of the main window of
Symantec Backup Exec (see Fig. 12, p. 13).

Note.

In case of errors, please contact the Symantec support service.
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5 DELETING OLD ARCHIVED LOG FILES

Old archived log files are deleted when a backup is created, provided that the corresponding
parameter is specified in the job settings. Backup copies of archived log files are deleted in accordance with
the backup storage settings.
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